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SYSTEM AND METHOD FOR PROVIDING AN ANTI-TELEMARKETING 
FEATURE IN A TELEPHONY NETWORK 



Field of the Invention 

The present invention relates generally to telephony networks, and more 
specifically to a way of providing an anti-telemarketing feature to multiple 
telephone lines. 



Background of the Invention 

Many consumers view telemarketing calls as an absolute curse. They 
come at all hours of the day, and at night. They come during breakfast, lunch 
and dinner. And, invariably, they come at some of the most inconvenient times 

possible, or so it seems. 

One way to avoid telemarketing calls at inopportune times is not to answer 
the phone or to unplug the phone. However, this also excludes legitimate calls, 
such as calls from friends or family, and even emergency calls. 

Anther way to avoid telemarketing calls is to use an answering machine to 
screen calls. Using this method, phone calls are allowed to ring, but the phone is 
typically not answered until the caller begins to leave a message on the 
answering machine. This solves the problem of missed calls, but only if the 
calling party decides to leave a message, and even then, it inconveniences the 
calling party who has to listen to a prerecorded message on the answering 
machine, wait for a beep to leave a message, and then begin to leave a 
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message. In addition, there is still a disturbance caused both by the ringing 
phone, as well as the possible disturbance of undesired messages left by 
telemarketers. This can be compounded if the telemarketing call leaves a long 
message on an answering machine that must ultimately be reviewed to avoid 

loss of legitimate messages. 

Still other ways of avoiding telemarketing calls rely upon various caller ID 
features implemented by an individual customer. One such method is to block all 
incoming calls without a caller ID. However, this method can also block 
legitimate calls, and it will not block telemarketing calls that do not block their ID. 
A related method is for the individual customer to screen incoming calls by their 
caller ID and use the caller ID in the same fashion as an initial voice in an 
answering machine. However, this method can also block legitimate calls, it 
does nothing to combat the disturbance of the ringing phone, and it requires 
additional effort by consumers to screen the incoming numbers. Still another 
such method is to create a preselected set of numbers that always ring, and then 
deal with other calls in one or more ways. However, this method, like the 
methods just noted, blocks legitimate calls, or suffers some of the other 

deficiencies already noted, depending upon what is done when an incoming call 

is not in the preselected set of approved numbers. 

Thus, there is no good way to minimize telemarketing calls that does not 

suffer from serious drawbacks, despite the long felt need of tens of millions of 

consumers. Accordingly, an improved way to minimize telemarketing calls would 

represent a significant advancement in the state of the art. 
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While consumers have been frustrated with telemarketing calls for some 
time, there is also another side to this story. Telemarketing calls sell products, 
and thus make money. If they did not, they would stop. However, even though 
they make money, their efficiency is low. Thus, if there was a way to increase 
their efficiency, and even lessen their impact upon that portion of the public that 
detests them, both the public at large and those involved in telemarketing would 
benefit. This would represent an amazingly significant, and valuable, advance in 
the state of the art. 

SUMMARY OF THE INVENTION 

The present invention is generally directed to a system and method for 
minimizing undesirable telemarketing calls to subscriber telephone lines in a 
subscription base in which the calling party identification of incoming calls is used 
by an anti-telemarketing program to determine if the call should be completed or 
if some other action should be taken. If the incoming call is not identified as a 
telemarketing phone call, it is completed; if it is identified as a telemarketing call, 
it is not immediately completed, unless an override condition is set. 

In a first, separate aspect of the present invention, the anti-telemarketing 
program can use one or more telemarketing databases to directly and/or 
indirectly identify telemarketing calls based upon the calling party identification of 
an incoming call. If there is a match between the incoming call calling party 
identification and any of a plurality of telemarketing telephone numbers contained 
within a telemarketing database, there is direct identification of the incoming call 
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as a telemarketing call. If there is no match between the incoming call calling 
party identification and any of a plurality of non-telemarketing numbers contained 
within a telemarketing database, there is indirect identification of the incoming 
call as a telemarketing call. 

In another, separate aspect of the present invention, when a telemarketing 
call is allowed to ring through to a subscriber phone line, the subscriber can 
designate the call as a telemarketing call, and the calling party identification can 
be added into a telemarketing database of known telemarketing numbers, 
through use of telemarketing identification logic, if a preselected criterion for 
addition is met. The preselected criterion can be that the calling party 
identification has been designated as a telemarketing telephone number by a 
preselected number of different subscribers within a given time period. The 
preselected criterion can also be an independent verification that the calling party 
identification is a telemarketing telephone number. 

In still another, separate aspect of the present invention, an override 
condition is set when the calling party identification matches an excluded 
telemarketing telephone number. The override condition can be set by a 
subscriber or by a third party. If the override condition is set by a subscriber, it 
can be done by allowing the subscriber to access a customized subscriber 
database via a computer and selectively vary one or more override conditions for 
one or more telephone numbers contained in the telemarketing database, or a 
group of telephone numbers contained in the telemarketing database. A control 
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system can be used to allow one or more telemarketing phone lines to complete 
a call with one or more subscriber phone lines when an override condition is set. 

In yet another, separate aspect of the present invention, when an 
incoming call is not completed because it is identified as a telemarketing call and 
no override condition is set, the incoming call may be terminated with a call 
progress tone and it is not allowed to ring through to the subscriber phone line. 
Alternatively, the incoming call can be provided with a notification that the 
subscriber at the selected phone line does not accept calls from telemarketers, 
and an anti-telemarketing flag can be set. If an improper telemarketing call is 
identified by detection of a set anti-telemarketing flag, a predetermined course of 
action can be taken. 

It is especially preferred, but not required, that the method of the present 
invention be implemented in a public switched telephone network having a 
network telephony system, a subscription base (which preferably extends over 
multiple area codes) connected by the network telephony system, a logical 
telemarketing database and a control system. However, the present invention 
can also be implemented in other communications systems having access to a 
network telephony system. 

Accordingly, it is a primary object of the present invention to provide a 
system and method for providing an anti-telemarketing feature in a telephony 
network. 
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This and further objects and advantages will be apparent to those skilled 
in the art in connection with the drawings and the detailed description of the 
preferred embodiment set forth below. 

BRIEF DESCRIPTION OF THE DRAWING 

Figure 1 is a telemarketing call flow diagram that illustrates potential flow 
pathways for a telemarketing call subject to the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

A public switched telephone network ("PSTN") is a combination of 
individual phone lines, switches, and networks of switches. In a PSTN, individual 
phone lines are connected to a switch and switches are connected to other 
switches (typically in hierarchies) to form a network. A network telephony system 
includes multiple switches that link together individual phone lines to allow an 
individual phone line to communicate with other phone lines within the network. 

Completing a call between two phone lines in the PSTN requires 
identification of both the originating phone line (calling party identification) and 
the telephone number called and generally relies upon two signaling methods 
that can run over various transmission media— user-to-network signaling and 
network-to-network signaling. In the United States, it is common to use Signaling 
System 7 ("SS7") network architecture for network-to-network signaling. (Voice 
over IP Fundamentals, Davidson and Peters (Cisco Press, 2000), Chapters 1 
and 5, the disclosure of which is specifically incorporated herein by reference, 
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provides a general description of SS7 and the PSTN.) The process begins when 
the party making the call dials the telephone number of the desired phone line. 
This causes the calling phone to generate a signal sent over the originating 
phone line to the switch directly connected with that phone line (the "origination 
switch"). This relies upon a user-to-network signaling method. If the call is not to 
another phone line directly connected to the origination switch, a signal is sent 
from the origination switch to a switch connected to the desired phone line (the 
"terminating switch"). This relies upon a network-to-network signaling method, 
and this may require sending a signal through multiple switches and multiple 
networks. To complete the call, a signal is sent from the terminating switch to the 
desired phone line. This relies upon a user-to-network signaling method. 

Completing a call between two phone lines in the PSTN also requires a 
number of different steps, and an analysis of the requisite call flow is set forth in 
Voice over IP Fundamentals, Davidson and Peters (Cisco Press, 2000), pages 
14-16. As part of the call flow, the originating phone line must send a setup 
message to the destination phone line to trigger a ringing of the phone. Before 
the call is completed, a number of different messages will be sent through the 
SS7. 

The preferred embodiments of the present invention are especially well 
adapted for use in a PSTN 10 that can rely upon the calling party identification 
associated with calls transmitted through the SS7 (or some other network-to- 
network architecture) to identify telemarketing calls. A call can be recognized as 
a telemarketing call even if the calling party has an unlisted number or is using a 
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caller ID blocked feature because the network architecture must always be able 
to recognize the calling party identification to complete a call. This also means 
that undesirable telemarketing calls can be terminated, or diverted, while the 
original signal is transmitted in a network-to-network signaling method before any 
such signal is allowed to reach a destination phone line. As a result, 
telemarketing calls can be prevented from ringing through to phone lines of 
parties who do not wish to receive such calls, and this can be done without any 
notification to such parties and without any action by, or disturbance to, such 
parties. 

To achieve these results, before a call is completed or allowed to ring 
through to a destination phone line, an anti-telemarketing program is used to 
determine how the call should be handled. The anti-telemarketing program can 
reside in one or more locations, depending upon designer preference and the 
system and manner in which it is being used. In an especially preferred 
embodiment, the anti-telemarketing program compares the calling party 
identification of an incoming call to a telemarketing database that contains known 
telemarketing numbers to determine if there is a match between the calling party 
identification and any of the telemarketing numbers contained in the 
telemarketing database. This can be done as part of an SS7 system, or any 
other system that will allow the same function to be performed during network-to- 
network signal processing. If there is a match, the call is prevented from ringing 
through to the destination phone line unless an override condition is set, which 
will be described later. 
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It would be especially preferred if all phone lines used for telemarketing 
calls were included within a comprehensive static database, or at least within a 
comprehensive database updated as new phone lines are used for 
telemarketing; however, no such comprehensive database presently exists in the 
United States. Of course, if telemarketers were ever forced to include their 
phone lines in such a database, or only make telemarketing calls from phone 
lines identifiable as such, e.g., a telemarketing exchange much like current toll 
free 800 and 888 exchanges, then such a database could easily become a 
reality. Another type of database that might be generated is a telemarketing 
database in which telemarketers voluntarily place their numbers in the database. 
Although this is not known to exist now, it might become a reality, and 
telemarketers might even pay to be included in such a database, for reasons that 
will be described later. 

A telemarketing database can also be generated over time based upon 
simple addition of numbers to the database as they become identified as 
telemarketing numbers. As the database grows in size, it becomes more 
accurate, more valuable, and more likely to correctly identify telemarketing 
numbers. In addition, to prevent the database from becoming stale, it can be 
periodically revalidated, or regenerated, at preselected intervals. For example, 
one third of the database might be deleted after a given time interval, such as 
sixty days. Although this will delete active telemarketing numbers from the 
database, it will also delete telemarketing numbers that may no longer be 
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telemarketing numbers from the database, and numbers that are still 
telemarketing numbers will then be reidentified and readded to the database. 

Although it is especially preferred that that the telemarketing database 
contain telemarketing numbers, it is also possible that the telemarketing 
database might be constructed so as to contain non-telemarketing numbers so 
that telemarketing calls would be identified by not being in the database. 
Alternatively, the telemarketing database might contain two types of data, 
telephone numbers known to be telemarketing telephone numbers and telephone 
numbers known not to be telemarketing telephone numbers (e.g., police, 
government agencies, long used corporate or residential telephone numbers, 
etc.). Such a database offers the additional advantage of insuring that selected 
telephone calls are not erroneously identified as telemarketing telephone 
numbers. 

In accordance with the present invention, individual users of the system 
and method of the preferred embodiments can be empowered to add offending 
telemarketing numbers to a telemarketing database. This methodology 
capitalizes on the fact that the preferred embodiments are especially well suited 
to block, or at least selectively screen, telemarketing calls to a large number of 
individual phone lines. As the number of individual phone lines included within 
the system or its methodology increases, because such phone lines can be part 
of a regular and ongoing process of updating the database of known 
telemarketing numbers, it is statistically less likely that a given telemarketer will 
actually ring through to a given phone line included within the system. This is 



10 




JSF 35.002 



why it is especially preferred that the system includes phone lines from multiple 
area codes. 

For ease of reference, an individual user of the system and method of the 
preferred embodiments will hereinafter be referred to as a subscriber telephone 
line, while groups of subscriber telephone lines will be referred to as a 
subscription base. Although it is preferred that individual subscriber telephone 
lines pay for use of the present invention, a non-paying phone line included 
within the system would still be considered a "subscription phone line." 

As illustrated in Figure 1, a telemarketer 1 can use a PSTN 10 or some 
alternate communications network 9 to place a telemarketing call 2,5 or 3,4. If an 
alternate communications network is used, a PSTN can be accessed by a 
gateway 11. When the call reaches subscriber 7 in the subscription base and the 
calling party identification associated with the call does not match a telephone 
number contained in the telemarketing database 8, the call will be completed 
without invoking a preselected action other than completing the call to the 
selected phone line. "Completing" the call means that the call will continue to be 
processed and that it will be allowed to ring through to the selected line, provided 
some other procedure or feature is not invoked to block the call (such as, for 
example, blocking all calls at certain times or blocking calls with caller ID 
blocked). If the telemarketing call is answered, the answering party can identify 
the call as a telemarketing call after the call is completed, and the calling party 
identification associated with the call can be added to the telemarketing database 
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(shown as step 6 in Figure 1) if one or more preselected criteria for addition to 
the telemarketing database are met. 

If a subscriber does receive a call from a telemarketer, the subscriber can 
identify the call as such by taking a preselected action following the call. This 
might be done, for example, by entering a call signal, such as *67, within a 
preselected time after the telemarketing call is terminated, so that the calling 
party identification stored in a record associated with the answered call can be 
processed to determine if it should be added to the telemarketing database. 

Many different preselected criteria can be used for deciding whether a 
calling party identification identified by a subscriber as a telemarketing number 
should be added to the telemarketing database. Use of such criteria can be 
automated, through a computer program, and one or more algorithms can be 
used to implement logic, artificial intelligence, independent verification, or some 
other means, or a combination of such means, to confirm that a given calling 
party identification belongs to a telemarketer or is being used for telemarketing 
activity. For example, once a single subscriber identifies a single calling party 
identification as belonging to a telemarketer, a third party could call the identified 
number to confirm that it does in fact belong to a telemarketer. Although this 
methodology might appear simple upon initial analysis, it is labor intensive, and 
therefore expensive. To minimize such expense, in an especially preferred 
embodiment, suspected telemarketing numbers are saved in a separate file until 
further confirmation is obtained. If the telemarketing number is identified as a 
telemarketer by a preselected number of different subscribers within a specified 
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time, it will be identified as belonging to a telemarketer. Or, if the number passes 
an initial threshold, it might be targeted for independent verification. And, if any 
pattern begins to emerge concerning such numbers (e.g., maybe a number of the 
numbers are concentrated within a certain area code or exchange), such 
information can be used to more readily identify additional telemarketing 
numbers. Accordingly, as will be readily apparent to one of ordinary skill in the 
art in possession of the present disclosure, there are many ways to determine 
how telemarketing numbers should be identified and added to the telemarketing 
database based upon input from subscribers. 

If a subscriber receives a call from a telemarketer that is contained within 
the telemarketing database, the call can be terminated by taking a preselected 
action other than completing the call to the selected phone line. For example, 
the telemarketer could be sent a call progress tone, such as a signal that the 
subscriber phone line is busy or that there is no answer. Alternatively, the 
telemarketer can be provided with a notification that the subscriber at the 
selected telephone line does not accept calls from telemarketers and be told that 
the telemarketer should not attempt to make any future calls to that number. If 
the latter action is invoked, a record can be generated to indicate that the 
message has been given to the telemarketing number that called the subscriber 
line, and an anti-telemarketing flag indicating such could be triggered in a 
database file. By checking for such flags, it is possible to identify when the same 
telemarketing number calls the subscriber line again despite having received an 
anti-telemarketing message. Should this occur, a predetermined course of action 
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might be taken against the telemarketer. Depending upon the circumstances, 
such action might include reporting the second call to an appropriate authority (if 
such a repeat call is prohibited), or preventing the telemarketer from calling any 
subscriber even if certain subscribers previously indicated a willingness to 
receive a call from the telemarketer by triggering an override condition for the 
telemarketer. 

The concept of an override condition in a logical telemarketing database 
adds a great deal of flexibility and versatility to the system and methodology and 
permits the concepts of targeted telemarketing and selective blocking. 
Conceptually, an override condition could be triggered for a given number, a 
group of numbers, or be tied to a given characteristic. Somebody other than a 
subscriber, such as a party operating the system, might trigger an override 
condition. Alternatively, a subscriber might trigger an override condition. 

The party operating the system might want the ability to invoke a control 
system override to allow one or more telemarketing lines contained in the 
telemarketing database to have access to one or more subscriber lines. One use 
of this is to collect revenue from telemarketers granted this access. Another use 
of this is to identify subscribers willing to accept calls from certain telemarketers, 
or under certain conditions. For example, subscribers willing to subject 
themselves to telemarketing calls under certain circumstances might be given 
free service, a reduction in their service cost, or they might even be paid for 
listening to such calls. 
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An individual subscriber might want the ability to invoke an override 
condition for several reasons. For example, the subscriber might receive 
incentives to do so. Alternatively, the subscriber might want to be able to receive 
certain types of telemarketing calis, such as calls soliciting money for a favorite 
charity, or calls promoting specific goods or services. There might also be 
personalreasons why a subscriber might want to accept a certain telemarketing 
call, such as when the subscriber knows that a friend or relative is engaged in 
telemarketing activities, and the subscriber wants to receive calls from the friend 
or relative from the phone line also being used for telemarketing activities. 

One way to allow an individual subscriber to accept selected telemarketing 
calls is to allow the subscriber to create a customized subscriber database 
generated, at least in part, from the telemarketing database. The subscriber 
database might be customized by selectively varying one or more override 
conditions for at least one telephone number contained within the customized 
subscriber database. The subscriber might access the customized subscriber 
database through any number of means, including computer access through a 
network, such as the Internet. 

Although the foregoing description is illustrative of preferred embodiments 
of the present invention, it is to be understood that additional embodiments 
thereof will be obvious to those skilled in the art. For example, although the 
preferred embodiments are described in the context of using a Public Switched 
Telephone Network, the concepts can also be used in alternate communications 
networks, such as the Internet (e.g., through use of voice-over IP). 
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Accordingly, it will be readily apparent to those skilled in the art that still 
further changes and modifications in the actual implementation of the concepts 
described herein can readily be made without departing from the spirit and scope 
of the invention as defined by the lawful scope of the following claims. 
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